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DETAILED ACTION 
Response to Amendment 

1. This action is in response to the RCE/amendment filed 1/8/07. Claim 
37 has been amended. 



Response to Arguments 

2. Applicant's arguments filed 1/8/07 have been fully considered but they 
are not persuasive. Regarding the rejections of claim 37-40 under 35 USC 
102(e), Applicant argues that Rezaiifar et al. (6,980,658) does not discloses 
a method for stream cipher out-of-synchronization detection (page 4, 4 th 
paragraph). Rezaiifar discloses a method for a receiving side to detect 
whether a crypto_synch value is out of synchronization with a crypto_synch 
value at the transmission side (fig. 10; col. 9, lines 11-30). Rezaiifar also 
discloses a stream ciphering system in which the "crypto_synch" value is 
used to generate the encryption mask for encrypting, i.e., ciphering, the 
data stream (figure 4). Rezaiifar further discloses that, by detecting that a 
crypto_synch value is out of synchronization, the method does detect that 
the stream cipher is out of synchronization, i.e., detect a failure in 
decryption (fig. 11, steps 920-930). 

Regarding the rejections of claim 37-40 under 35 USC 103(a), 
Applicant argues that neither Lockhart et al. (5,841,873) nor Menezes et al. 



Application/Control Number: 09/783,843 Page 3 

Art Unit: 2132 

("Handbook of Applied Cryptography") recites a detection method for stream 
cipher out-of-synchronization detection for validating the integrity of a data 
packet by comparing a checksum with a calculated checksum to detect the 
loss of stream cipher synchronization, and that there is no specific 
motivation disclosed or suggested in the cited prior art (page 5, 1 st full 
paragraph). Applicant's attention is directed to the first paragraph of page 4 
of the Office Action mailed 07/07/06 where reasons and motivation for 
combining the references are recited. 

Claim Rejections - 35 USC §102 

3. The following is a quotation of the appropriate paragraphs of 35 
U.S.C. 102 that form the basis for the rejections under this section made in 
this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 
122(b), by another filed in the United States before the invention by the applicant for 
patent or (2) a patent granted on an application for patent by another filed in the United 
States before the invention by the applicant for patent, except that an international 
application filed under the treaty defined in section 351(a) shall have the effects for 
purposes of this subsection of an application filed in the United States only if the 
international application designated the United States and was published under Article 
21(2) of such treaty in the English language. 

4. Claims 37-40 are rejected under 35 U.S.C. 102(e) as being anticipated 
by Rezaiifar et al. (6,980,658). 

Regarding claim 37, Rezaiifar discloses a method comprising 
decrypting a data packet (i.e., a protocol data unit - PDU) containing a 
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Cyclic Redundancy Check (CRC) value, the CRC being functionally equivalent 
to a checksum, and a payload; extracting the CRC from the decrypted data 
packet; calculating a CRC for the data packet; comparing the CRC extracted 
from the decrypted data packet with the calculated CRC; and detecting a 
loss of stream cipher synchronization if the calculated CRC does not match 
the CRC extracted from the decrypted data packet, i.e., detecting a failure in 
decryption (figure 4; figure 10, elements 810-812; col. 4, lines 46-62; col. 
7, lines 15-26, 46-54; col. 8, lines 45-50; col. 9, lines 11-30). 

Regarding claims 38-39, Rezaiifar further discloses that the data 
packet is generated from layer L3 of a protocol stack wherein layer L3 
includes TCP/IP layers (figure 2, elements 200, 203). Therefore, layer L3 is 
a network layer. 

Regarding claim 40, Rezaiifar further discloses re-synchronizing a 
stream cipher if the CRCs do not match (col. 9, lines 23-42). 



Claim Rejections - 35 USC §103 

5. The following is a quotation of 35 U.S.C. 103(a) which forms the basis 
for all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or 
described as set forth in section 102 of this title, if the differences between the subject 
matter sought to be patented and the prior art are such that the subject matter as a 
whole would have been obvious at the time the invention was made to a person having 
ordinary skill in the art to which said subject matter pertains. Patentability shall not be 
negatived by the manner in which the invention was made. 
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6. Claims 37-40 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Lockhart et al. (5,841,873) in view of Menezes et al. 
("Handbook of Applied Cryptography"). 

Regarding claim 37, Lockhart discloses a method comprising 
decrypting a data packet containing a checksum and a payload; extracting 
the checksum from the decrypted data packet; calculating a checksum for 
the data packet; comparing the checksum extracted from the decrypted data 
packet with the calculated checksum; and detecting a loss of cipher 
synchronization if the calculated checksum does not match the checksum 
extracted from the decrypted data packet (figure 2). Lockhart does not 
disclose that the encryption algorithm is a stream cipher. Menezes discloses 
using stream ciphers (p. 191, see 6.1 Introduction). It would have been 
obvious to one of ordinary skill in the art at the time the invention was made 
to modify the method of Lockhart to use a stream cipher, as taught by 
Menezes, because stream ciphers are advantageous in situations where 
transmission errors are highly probable (Section 6.1 Introduction, p. 191). 

Regarding claims 38-39, Lockhart further discloses that the layer that 

t 

detects loss of cipher synchronization also handles flow control (i.e., to 
provide acknowledgement of packet reception) and terminates connection 
(col. 5, lines 34-45). It is well known that flow control and connection 
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termination are services provided by the transport layer of the protocol 
stack, which is a network layer. 

Regarding claim 40, Lockhart further discloses re-synchronizing the 
cipher if the checksums do not match (fig. 3). 

Any inquiry concerning this communication or earlier communications 
from the examiner should be directed to Minh Dinh whose telephone number 
is 571-272-3802. The examiner can normally be reached on Mon-Fri: 
10:00am-6:30pm. 

If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, Gilberto Barron can be reached on 571-272-3799. 
The fax phone number for the organization where this application or 
proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained 
from the Patent Application Information Retrieval (PAIR) system. Status 
information for published applications may be obtained from either Private 
PAIR or Public PAIR. Status information for unpublished applications is 
available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on 
access to the Private PAIR system, contact the Electronic Business Center 
(EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272- 
1000. 
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